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Abstract

This study assesses the viability of biometric identification in

Puerto Rico hospitals using a literature review, case analyses, and
surveys/interviews with patients and hospital staff. Findings show
perceived 1nefficiency by 68% of respondents and increased errors
during high demand periods, indicating that biometric systems
could reduce 1dentification errors, shorten wait times, and improve
data security. A phased pilot implementation is recommended to
ensure regulatory compliance.

Introduction

Biometric 1dentification uses unique biological characteristics to
verify 1dentity and i1s widely applied in security and authentication
systems. Despite growth, healthcare facilities still rely on

traditional 1dentifiers which are vulnerable to errors, duplication,
and fraudulent misuse. Limited adoption of biometrics i1n
healthcare has shown benefits in emergency scenarios, but broader
implementation 1s constrained by system integration, privacy
compliance, cost, and user challenges. This study 1s to develop
strategic  recommendations  for 1mplementing  biometric
identification in healthcare facilities 1n Puerto Rico to improve
patient 1dentification accuracy and operational efficiency.

Methodology

This study employed analytic research approach combining

literature review, case analysis, and stakeholder data collection.
An evaluation of scientific articles, cases of current implemented
systems, legal, regulatory, and technical frameworks was
conducted to contextualize biometric adoption in Puerto Rico.
Interviews were conducted with medical and administrative staff
to assed the viability, benefits, and concerns. Surveys of potential
patients evaluated acceptance, trust, and willingness to adopt a
biometric system. Quantitative data was analyzed to identify
trends and significant factors influencing acceptance and
implementation success. Additionally, qualitative data responses
were examined to extract recurring benefits and concerns among
participants. Findings were integrated to formulate a set of
recommendations to implement biometric identification systems in
Puerto Rican healthcare facilities addressing a practical, low risk,
and regulation-aligned implementation.

Literature Review

Biometric 1dentification relies on unique physiological
characteristics to accurately verify individual identity, offering
greater security than traditional 1dentification methods [1], [2]. Its
widespread use 1n everyday technologies, such as mobile device
authentication, demonstrates reliability and accuracy across
multiple areas [3]. In healthcare, biometric systems are
increasingly explored to address patient misidentification, which 1s
associlated with medical errors, record duplication, and delays in
care, particularly in emergency situations involving unidentified or
unconscious patients [4].
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Evidence suggests that biometric 1dentification systems can
achieve high accuracy with minimal errors while increasing the
protection of electronic health records and reducing fraud [5].
Successful 1mplementation cases, such as Geisinger Health 1n
Pennsylvania, demonstrate the viability of integrating biometric
identification with electronic health record (EHR) systems,
improving operational efficiency and patient control over health
data [6]. These 1mplementations align with emerging patient-
centered EHR models that highlight transparency, accessibility,
and secure patient engagement [7].

Discussion of Survey Findings

Survey results indicate that most respondents are familiar with
biometric technologies. As shown in Figure 1, 79% reported
patient 1dentification times exceeding five minutes, suggesting
potential delays, which are particularly critical 1n emergency
situations, and increased 1nefficiency during peak periods.
Additionally, Figure 2 shows that 68% of respondents perceive the
current 1dentification process as 1mprecise, highlighting
vulnerability to errors and reinforcing concerns about patient

misidentification.
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As shown 1n Figure 3, 49% of respondents preferred biometric
identification as an optional or complementary system rather than
a full replacement, reflecting concerns related to trust, familiarity,
and perceived risk. These results suggest that a hybrid or phased
implementation approach may increase user trust, reduce
resistance, and support operational continuity. Persistent concerns
regarding biometric data security further highlight the need for
strong privacy precautions to improve acceptance and minimize
implementation risks.
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Figure 3

Respondents Opinions on Using Biometrics Identification in Health
Interviews with medical and administrative staff indicated that
patient identification relies on physical documents and manually
entered 1nformation, leading to occasional errors and delays
during high demand periods, emergency situations, and complex
clinical cases. Concerns were also raised regarding system
reliability during outages or technical failures. Digitally integrated
biometric systems were identified to reduce identification time,
improve consistency, and minimize human error when time 1s
crucial. Data protection remains essential; Puerto Rico Law 40-
2012 mandates secure electronic health records linked to a unique
patient identity, allowing biometric solutions to enhance existing
compliant systems without full infrastructure replacement.
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Recommendations

It 1s recommended that biometric i1dentification implementation
across participating healthcare facilities be coordinated through
the Puerto Rico Department of Health to establish common
operational standards, governance, and compliance requirements
while allowing hospitals to retain control over internal systems
and patient data. Privacy and regulatory compliance must be
embedded 1n system design, ensuring alignment with federal
regulations and Puerto Rico Law No. 40-2012, including secure
storage, controlled access, and auditable activity. Federated or
decentralized i1dentity-matching architectures are recommended to
minimize data exposure across institutions.

Initial 1mplementation should be Ilmmited to emergency
departments, where patient misidentification risk 1s highest due to
time-critical care, high patient volume, and frequent visit of
unconscious patients. Biometric identification should be integrated
into existing electronic health record systems rather than deployed
as standalone platforms, Ileveraging current compliant
infrastructure and established clinical workflows. A hybrid
identification approach is recommended to complement traditional
methods, ensuring continuity of care during outages or system
failures and supporting gradual user acceptance.

Prior to large-scale deployment, a controlled pilot program in
selected emergency departments is recommended to evaluate
identification time reduction, system reliability, staff acceptance,
and privacy compliance. Pilot outcomes should guide system
refinement and inform decisions on broader 1mplementation

across Puerto Rico.
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Biometric-Driven Improvements to Current
Healthcare Systems

Optimizing Patient Identity Management in Healthcare: Strategic Recommendations to

Conclusions

The adoption of biometric 1dentification 1n Puerto Rico’s
healthcare system offers a strategic approach to reducing patient
misidentification, particularly in emergency settings where speed
and accuracy are critical. A phased, governance-driven
implementation coordinated by the Puerto Rico Department of
Health can balance innovation, regulatory compliance, and patient
privacy while preserving institutional autonomy. Prioritizing
emergency departments, integrating biometrics 1nto existing
electronic health record systems, and adopting hybrid
identification models can enhance workflow continuity, system
resilience, and user acceptance. A controlled pilot program 1s
essential to evaluate performance and guide scalable, sustainable
implementation.
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