
Abstract Results and Discussion

Future work

This projects presents a comprehensive examination of various 
cybersecurity tools such as Nmap for vulnerability scanning, John 
the Ripper for password cracking, and Aircrack-ng for Wi-Fi 
hacking. Purpose was to evaluate effectiveness of such tools in 
detecting and mitigating threats within network environment.
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Methodology Methodology

Cybersecurity is constantly evolving, with new threats looming 
frequently. This project provides an analysis of several 
cybersecurity tools designed to identify and mitigate 
vulnerabilities. Trough efficient evaluation , we have explored 
how these tools can be utilized effectively to strengthen 
cybersecurity defenses and respond to the  vigorous daily 
challenges posed by hackers and spiteful entities.

Introduction

Background

Despite widespread adoption, the real-world effectiveness of 
cybersecurity tools remain under-examined. This project addresses 
this gap by testing this tools against typical security that 
individuals face. By doing so, it aims to focus both strength and 
weaknesses of this tools, fostering a comprehensive understanding 
of their functionality. 

Problem

This research dives into the mechanism and application of various 
cybersecurity tools such as Nmap, John the Ripper, and Aircrack-
ng. Each tool Nmap for network scanning, John the Ripper for 
password cracking, and Aircrack-ng for Wi-Fi security. The 
project contextualizes the importance of these tools within 
cybersecurity domain and discusses their operational.
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Figure 10: star topology from a network scan using Nmap tool, that shows 
multiples nodes connected within a private network, and tallow node that 
indicates a different device such as printer.

Figure 2: shows a TCP SYN scan on target IP address 192.168.0.3. showing 
multiple ports open that includes http/https which are good one for gaining 
access to the device.

 John the Ripper was used from within windows OS to crack 
password of protected file that was needed to be cracked for an 
arson case. 

Figure28: generating the hash file for a specific document currently password 
protected, hash file is utilized with john the ripper to attempt and crack 
password.

Figure29: shows john the ripper successfully cracking the password for the 
specific hash “art” using 16OpenMP threads for the cracking process.

 Aircrack-ng was employed on Linux within a virtual machine 
to assess the security of the Wi-Fi networks around the area, 
assessing the encryption method and targeting multiple devices 
to capture and cracking WPA handshakes.

Figure 34: scanning the surrounding area with Wi-Fi-Adapter in monitor 
mode revealed multiple networks with important information such as mac 
address of access points, channel, encryption type, cypher which are critical 
information when trying to gain access to Wi-Fi.

Methodology
Methodology of this research was structured test the efficacy of 
the tools under control conditions within my own network and 
multiple devices and security setting.

1. Setup and Environment Preparation: For each tool, a test 
environment was created that included devices, documents, and 
network configuration, to include Kali Linux.

2. Execution of tools:

 Nmap was used on control environment to test my own 
network and devices to perform host discovery, port scanning, 
service and version detection, and OS detection on all devise 
connected to the network, Nmap utilized was on windows 
platform.

  

Figure 44: Deauthentication process to an access point that is used to be able 
to capture a handshake between devices and the access point in order to gain 
access.

Results and Discussion

 Nmap: Proved highly effective in discovering active devices 
and services on the networks. However, scans were at time 
slow, depending on the scan type and target device. The tool 
was particularly effective in detecting open ports and service 
that could potentially be exploited which is useful when 
assessing your network and doing penetration testing. 

      
Figure 2: port scan on device 192.168.0.6 that almost 30 minutes to perform.

Figure 12: printer interface that was accessible due to port 80/443 being open. 
Giving access to add password since it was unsecured.

 John the Ripper: Demonstrated robust performance in cracking 
simple passwords protection quickly, the tool struggled with 
more complex passwords, highlighting the need for strong, 
multifaceted password in sensitive documents. Also, the tool 
interface could seem to be a little to complex to understand 
make it seem like an undesirable tool.

Figure 27: shows password protected document.

Figure 30: shows password protected document opened with password “art”. 
That indicates involvement in arson

Aircrack-ng: Successfully cracked WPA2 handshakes in 
environments with weak password protection, the tool’s 
effectiveness prove the necessity and importance of using strong 
complex password along with WPA3 security. Also, the tool 
worked outstanding at discovering multiple Wi-Fi networks

Figure 46: shows the successful crack of an access point, the scan took 42 
minutes.

Figure 42: shows scan of a different AP with simpler password and length. 
Scan was instantly.

 Discussion: the project confirmed that while these tools are 
without a doubt powerful in penetrating security measures, 
their effectiveness heavily depends on the configuration of the 
targets systems and the complexity of the security they have in 
place. It is important to note that the nature of these tools could 
be used for securing system and for exploiting vulnerabilities, 
which bring ethical considerations.

This project demonstrates the crucial role that tools like nmap, 
John the Ripper, and Aircrack-ng play in identifying 
vulnerabilities and securing digital assets. Conclusion as follows:
 Nmap is effective for comprehensive network scanning, but 

can be time consuming
 John the Ripper excels at breaking simple passwords which 

underscore the need of strong passwords but could be 
challenging to use for inexperience users.

 Aircrack-ng ability to scan is outstanding, the ability to crack 
Wi-Fi passwords varies depends on how strong the password 
is, but is easy to learn.

 Utilizing more sophisticated simulation environment to test 
tools against more challenging systems

 Expanding the scope of tools examined
 Attacking more protected Wi-Fi networks with WPA3 and 

stronger password with special characters.

 Dr. Jeff Duffany 
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