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Abstract ¾ The goal of this project is to analyze the 
effectiveness of different Cybersecurity tools. It will 
test different techniques such as vulnerability 
scanning on the network, Wi-Fi hacking, and 
password cracking. 
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INTRODUCTION 

Nmap, which stands for Network Mapper, is an 
open- source tool widely used for network discovery 
and security auditing. Some of its features are:  
• Host discovery 
• Port scanning 
• Service and version detection 
• Operating system detection 
• Network mapping 

METHODOLOGY 

Host Discovery  

Host discovery, which is known as “ping 
scanning,” is used in Nmap to see an available host 
such as computers and devices on a network. 

A host discovery scan was ran on the network, 
which resulted in 6 hosts (figure 1). There are three 
routers, one printer, and one laptop connected to 
network 192.168.0.0/24. 

 
Figure 1 

Host discovery scan 

Port Scanning 

The next step is port scanning, which is critical 
to identifying open ports on a host.  

Figures 2 and 3 show the open ports with their 
current state and service. This information is 
valuable because it offers partial information 
required to start looking more in depth into the ports 
[1]. SYN scan is the default and most popular scan 
option, as it quickly scans thousands of ports per 
second on a fast network. 

 
Figure 2 

192.168.0.6 open ports 

 
Figure 3 

192.168.0.3 open ports 

Most services use the TCP protocol, but UDP 
services are common, and it is always beneficial to 
run them for vulnerability scanning [1]. UDP 
scanning is generally slower and more difficult than 
TCP. See figures 4 and 5. 



 
Figure 4 

192.168.0.6 UDP Port Scanning 

 
Figure 5 

192.168.0.3 UDP Port Scanning 

Service and Version Detection 

Being aware of the version is beneficial for 
vulnerability scanning, which assists in knowing 
specific vulnerabilities that may affect each version, 
tailoring exploits, and improving security measures.  

Based on the search for service and version, a 
printer with various ports open is shown (figure 6), 
while there are a few open ports running Microsoft 
NetBIOS and Microsoft Windows RPC (figure 7). 

 
Figure 6 

192.168.0.3 service and version 

 
Figure 7 

192.168.0.6 Service and Version 

Operating System Detection 

The -O command in Nmap was used to find 
operating systems utilized by equipment on specific 
IP addresses. 

The scan showed no exact matches for host 
(figure 8), which is expected for a printer. It showed 
that the operating system is Microsoft Windows 10 
(figure 9). 

 
Figure 8 

192.168.0.3 OS detection 

 
Figure 9 

192.168.0.6 OS detection 

Network Mapping 

An overall view of the devices on the network, 
connections among them, and the services they are 
offering can be seen. Host discovery, port scanning, 
version, service detection, and operating system 
detection were performed. 

 
Figure 10 

Network topology 

Figure 10 shows a star topology because each 
node is connected to a central hub. This information 
could seem unimportant, but it assists in 
vulnerability scanning of the system. 
  



Vulnerable Devices 

After an extensive vulnerability scanning, 
possible vulnerable devices may be analyzed. After 
watching port opens and their available services 
(figures 6 and 7), it was noticed that the printer has 
various ports open and that the service is http, which 
means direct connection would yield no issues. 

The interface printer, which is connected in the 
network, is visible (figure 11). Since http is 
unsecure, connecting to was simple by typing and IP 
address into the web browser. Information such as 
ink levels, scan, fax, web services, network, tools, 
and setting may be seen. 

 
Figure 11 

HP OfficeJet 

It was possible to enter the https service directly 
to the password settings (figure 12). It was noticed 
that the printer is still on default settings with the 
username “admin.” We had the option to set a new 
password. We ere able to print test pages and obtain 
information about recent usage from the printer 
itself. 

 
Figure 12 

Password settings 

We were able to capture the name of the printer 
network and the password (figure 13). This is 
valuable information, since it enables for remote 
printing through this printer from any device. 
Because the printer is unsecured, with this 
information, all we would need is to be in range of 
the device to be able to use it. 

 
Figure 13 

Wi-fi direct 

Password Cracking 

We attempted to crack a password-protected file 
for a case that forensic department cannot access. 
John the Ripper was used to attempt to crack 
passwords for seven Word documents and one video 
document. 

We attempted to crack the passwords of two 
Word documents found in the Business folder that 
were password-protected (figure 14). 

 
Figure 14 

Password-protected Word documents 

The password-cracking attempt was done with 
John the Ripper, primarily a password cracker used 
during pen-testing exercises that can help staff spot 
weak passwords and poor password policies [2].  

An “office2john.py” command was used to 
create a hash from the password-protected file 
(figure 15). All that was I needed was the location of 
the document, and the program generated the hash 
file “hashfile1.” 



 

 
Figure 15 

Generating the hash file 

John the Ripper was used to decode the 
generated hash file 15, with which we obtained the 
password “smoke” for the document named 
“thoughts July 2004” and the password “fire” for the 
document named “thoughts May 2004” (figures 16 
and 17). 

 
Figure 16 

Decoding hash file 1 

 
Figure 17 

 Decoding hash file 2 

We were able to open both documents. 
Documents show the creator’s displease with the 
government, firemen, and insurance companies, 
claiming all they do is collect one’s money and that 
people need to start “waking up.” 

 
Figure 18 

Document named “thoughts July 2004.doc,” opened 

 
Figure 19 

Document named “thoughts May 2004.doc,” opened 

The same process using John the Ripper to 
attempt and get passwords was repeated with two 
new password-protected documents (figure 20). 

 
 Figure 20 

 Password-protected documents 

Hashes were generated for documents 
“Burninator1.doc” and Burminator2.doc.” Figure 21 
shows both hashes values containing the passwords. 
Figure 22 shows John the Ripper’s crack process. 

 
Figure 21 

 Generating the hashes 

 
Figure 22 

 Password crack process 

John the Ripper successfully hashed the files 
and cracked the passwords. Both documents had the 
same password: “trogdor” (figures 23 and 24). 
 



 
Figure 23 

 Decoding Burninator1.doc 

 
Figure 24 

 Decoding Burninator2.doc 

Once opened, the “Burninator1” document 
reveals a background on a Renton Lumber Mill, 
information on a local fire response team, and 
timelines to burn lumber and an evacuation plan 
(figure 25). 

 
 Figure 25 

Document named “Burminator1.doc,” opened 

Once opened, the “Burninator2” document 
reveals the title “Burninator – Ballard Lumber Mill.” 

 
 Figure 26 

Document named “Burminator2.doc,” opened 

Another document to password-crack was also 
a Word document in the Documents folder named 
“PRKs_world.doc” (figure 27). As with the previous 
documents, John the Ripper was used to generate the 
hash that would be used to crack the password and 
gain access to the document. 

 
 Figure 27 

 Password-protected document 

John the Ripper was given a directory of where 
protected document was, and it generated the hash 
file that will be used crack the password (figure 28). 

 
 Figure 28 

 Generating the hashes 

The attempt to crack the document’s password 
with the hash file generated by Jack the Ripper was 
successful (figure 29). The password for the 
document was “art.” 

 
Figure 29 

 Decoding the hashes 

Once opened, the document shows proof of a 
series of activities that suggest criminal behavior, 
specifically arson (figure 30). 
 
 
 
 



 

 
 Figure 30 

Document named “PRKs_world.doc,” opened 

A password-protected video (figure 31) was 
cracked by John the Ripper. The password was 
“firefly.” I utilized the command “zip2john” for the 
video (figure 32). 

 
Figure 31 

Password-protected document 

 
Figure 32 

 Decoding the hashes 

The password-protected video is 3 minutes and 
22 seconds long and is the music video of the song 
“Firestarter” by Gene Simmons, which is about 
being a fire enthusiast and arson.  

 
Figure 33 

Media player controls for the password-protected video 

Wi-Fi Hacking  

For wi-fi hacking, some from our own networks 
will be selected to attempt to crack their passwords 
using Aircrack-ng on Kali Linux and a long-range 
USB adapter to capture surroundings networks. A 
printer network and Liberty modem will be targeted. 
Some topics include: 
• Scanning 
• Choosing network 

• Attacking the network  
• Wireshark 

Monitor mode is the mode whereby a user’s 
card can listen to every packet in the air (figure 33) 
[3]. Normally a card will only “hear” packets 
addressed to the user. 

 
Figure 33 

Monitor mode 

At the scanning stage, there were multiple 
networks found using the airodump-ng command in 
combination with an adapter on monitor mode. This 
yielded the MAC address, signal strength, beacons, 
number of data packets, the channel where AP is 
broadcasting, network speed, encryption, cipher, 
authentication protocol, and the name of the wi-fi 
signal. From this scan, we know most of them are 
running WPA2 (figure 34). 

 
Figure 34 

Available networks 

Upon choosing a network, the OfficeJet device 
was chosen, showing the actual network and the 
devices connected to that network (figure 35). 

 
Figure 35 

OfficeJet and devices 

To attack the network, Aircrakc-ng is started to 
capture files (figure 36) and save them to a folder 
called “OfficeJet” that will be used later. The 



purpose of Airodump-ng is to capture 4-way 
authentication handshakes [3]. 

 
 Figure 36 

Capturing the files 

This step is optional [3]. This will send a 
message to the wireless AP saying that it is no longer 
associated with the AP. The client’s reauthentication 
(figure 37) generates the 4-way handshake.  

 
 Figure 37 

Deauthentication 

The WPA handshake was successful (figure 
38), so we moved in further. 

 
Figure 38 

Handshake 

I used Wireshark to open the file shown on 
figure 36. That file will contain the information on 
the handshake between the devices.  

The handshake between the devices (figure 39) 
and the WPA key data (figure 40) will be used to 
attempt to hack the wi-fi signal. 

 
Figure 39 

 Handshakes and WPA key data  

 
Figure 40 

 Handshakes and WPA key data  

Aircrack-ng was used on the file that had been 
stored in the handshake to successfully obtain the 
network password against a wordlist “rockyou.txt” 
(figure 41) and found the key “12345678” (figure 
42). With this information, access was gained. 

 
Figure 41 

Aircrack-ng 

 
Figure 42 

Password obtained 

Modem Hacking 

A different network was chosen to attack: a 
Liberty modem that uses WPA2 encoding. Usually 
these take a little longer to crack, since the pre-
shared keys are longer. 

Figure 43 shows the new target with the 
information needed. The same steps as with the 
OfficeJet were followed. 

 
Figure 43 

Arris-1256 

The deauthentication process was started (figure 
44). This process is done to capture a handshake 
between the devices connected to the network. The 
handshake was captured successfully (figure 45). 

 
Figure 44 

Deauthentication 



 
Figure 45 

Handshake 

A pre-shared key of the Liberty modem “Arris-
1256” was obtained (figure 46). For the most part, 
these modems have a 12-character password 
consisting of number and letters. 

 
Figure 11 

Obtaining the password 

CONCLUSION 

This project focused on the effectiveness of 
cybersecurity tools. We dove into their capabilities 
in various areas, such as password cracking, 
vulnerability scanning, and wi-fi hacking. We were 
able to explore practical applications of standard 
tools such as Aircrack-ng, Nmap, and John the 
Ripper. 

Vulnerability Scanning 

Nmap was used to demonstrate how the tools 
could be leveraged to perform various security and 
network auditing functions. This includes port 
scanning, host discovery, and OS version with 
service detection. In addition, we showed different 
components of the tool that could help identify 
potential threats. 

Wi-Fi Hacking 

We were able to showcase the ability of 
Aircrack-ng to analyze the security of wi-fi 
networks. We also demonstrate how easily networks 
could be compromised due to low security standards. 
We also emphasized on the importance of the need 
for more robust measures to mitigate unwanted 
access. 

Password Cracking 

John the Ripper was used for showing how to 
crack password-protected files. It was easy to break 
into the documents because their passwords were 
short and contained no special characters. This 
scenario also highlights the importance of this tool 
for cybersecurity and forensics. 

The project conclusively shows that 
cybersecurity tools such as Nmap, John the Ripper, 
and Aircrack-ng are effective for identifying and 
exploiting vulnerabilities in digital networks. 
However, effectiveness of these tools is limited by 
the user’s knowledge and are double-edged: while 
they are beneficial tools for network defense, they 
could also be used for harm. This highlights the 
critical importance of for cybersecurity experts to 
keep up to date in their knowledge on security 
methodologies.  
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