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families pause, verify, act safely, and 

recover calmly.
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ZeroDay Tech Labs is a bilingual cybersecurity 

education platform for Puerto Rican family 

homes. The project addresses a practical gap: 

families rely on connected devices for daily life, 

but many lack simple guidance for recognizing 

and responding to malware, phishing, and 

privacy risks. The platform translates trusted 

cybersecurity guidance into plain-language 

learning paths, practical checklists, and 

controlled case studies. A pre use survey of 27 

respondents shaped the design, while a post use 

survey of 20 respondents evaluated confidence, 

usefulness, and practical next steps. The result is 

an applied educational model that helps families 

pause, verify, act safely, and recover calmly.
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Puerto Rican families use phones, laptops, 

smart TVs, tablets, and shared accounts for 

banking, school, communication, 

entertainment, and family records. Because 

many security decisions happen quickly, the 

project focuses on practical household actions 

instead of technical theory alone.

The project is grounded in Protection 

Motivation Theory, which explains how people 

respond when they understand risk, believe 

action can help, and feel capable of acting. 

NIST CSF 2.0, CISA, NSA, and WCAG 2.2 

guidance support the platform’s focus on 

prevention, recovery, accessibility, and plain  

language cybersecurity education.

Household cyber risk often begins with ordinary 

actions: tapping a link, entering a password, 

approving an app, or allowing a browser prompt. 

Many families do not have a simple path for 

deciding what to do before, during, or after a 

mistake. ZeroDay Tech Labs addresses this 

problem by giving families bilingual guidance, 

checklists, case examples, and recovery steps 

they can use in real household situations.

Post use results showed increased confidence and 

practical action (20/20), with the Toolkit and controlled 

case studies rated as the most helpful learning 

components (18/20 each). The AI chat assistant was the 

least helpful component (13/20). These findings support 

a bilingual, mobile first approach to household 

cybersecurity education.

Household cybersecurity education is most effective 

when guidance is practical, accessible, and family 

centered. Scenario based learning helps users connect 

cybersecurity concepts to real world decisions, while 

bilingual educational resources can improve awareness, 

confidence, and safer online behavior within the home 

environment.

Future Work

Future work will focus on expanding evaluation through 

matched anonymous pre use and post use measurements, 

conducting usability testing with mixed age households, 

developing additional modules on SIM swap fraud, 

delivery scams, password managers, smart TV privacy, 

and cloud backup recovery, and continuing accessibility 

reviews and bilingual content improvements.
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