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Abstract ⎯ Patient misidentification remains a 

significant risk in hospital environments, 

contributing to medical record mismatches, 

administrative inefficiencies, and treatment delays. 

Many healthcare facilities continue to rely on 

traditional identification methods that are 

vulnerable to duplication and human error. This 

study evaluates the viability of implementing 

biometric identification systems in hospitals in 

Puerto Rico to reduce identification risks, improve 

operational efficiency, and address regulatory and 

operational challenges. A literature review of 

biometric applications in healthcare, analysis of 

existing implementation cases, and surveys and 

interviews with patients and medical staff were 

conducted to assess acceptance, viability, and 

practical considerations. Results indicate that 68% 

of respondents perceive the current identification 

process as inefficient, while clinical and 

administrative staff report increased errors and 

delays during high-demand periods. The findings 

suggest that biometric systems can reduce 

identification errors, shorten waiting times, and 

enhance data security. A phased pilot 

implementation is recommended to support 

regulatory compliance requirements. 

Key Terms ⎯ Biometric Solutions, Correct 

Patient Identification, Management Efficiencies, 

Strategic Healthcare. 

INTRODUCTION 

Biometric identification, the process of 

verifying a person’s identity through unique 

biological characteristics, is a rapidly advancing 

technology used worldwide. Common modalities 

such as facial recognition, fingerprint scanning, and 

iris recognition are applied in areas including mobile 

authentication, secure access control, and law 

enforcement. Despite the growth of biometric 

technologies, many healthcare facilities continue to 

rely on traditional identifiers such as patient names, 

insurance numbers, and Social Security numbers, 

which are vulnerable to errors, duplication, and 

fraudulent misuse. These limitations contribute to 

mismatched medical records, delayed treatment, and 

administrative inefficiencies. Biometric systems 

offer accurate, secure, real-time access to patient 

records while reducing reliance on conventional 

identifiers; critical for delivering safe, effective, and 

efficient healthcare. Although adoption in healthcare 

remains limited, some hospitals have begun 

integrating biometric solutions, particularly 

benefiting emergency situations involving 

unconscious or unidentified patients. However, 

widespread implementation faces challenges, 

including legacy system integration, privacy 

compliance, cost management, and user acceptance. 

The objective of this study is to develop 

strategic recommendations for the successful 

implementation of biometric identification in 

healthcare facilities in Puerto Rico. These 

recommendations will address system integration, 

cost management, user acceptance, and risk 

mitigation. The main goal is to propose a process that 

will enhance the patient identification process and 

management efficiency within the Puerto Rican 

healthcare system. 

METHODOLOGY 

This study employed analytic research to 

develop a set of recommendations to implement 

biometric identification systems in healthcare 

facilities in Puerto Rico. An evaluation of existing 

scientific articles, case studies, and reports was 

conducted to examine experiences regarding 

biometric identification systems in healthcare. The 



study analyzed selected cases where biometric 

identification systems had been implemented, such 

as Geisinger Health. In addition, legal, regulatory, 

and technical frameworks were analyzed to 

contextualize the implementation within local 

constraints. This review aided in the clarification of 

the implementation of technology in local hospitals. 

Interviews were conducted with medical staff to 

assess their perceptions and attitudes, exploring 

perceived benefits, concerns, and limitations. 

Hospital managers and administrative staff were 

interviewed to provide insights into the viability of 

these technologies in Puerto Rican hospitals. 

Potential patients were surveyed regarding their 

willingness, comfort, trust, and acceptance of 

biometric identification systems. Ethical standards, 

including informed consent and confidentiality, 

were observed throughout the data collection. 

Quantitative responses were analyzed to identify 

trends and significant factors influencing acceptance 

and implementation success. Additionally, 

qualitative data responses from open questions were 

examined to extract recurring benefits and concerns 

among participants.  

Finally, the literature review was integrated 

with survey results to formulate a set of 

recommendations to implement biometric 

identification systems in Puerto Rican healthcare 

facilities. These recommendations were designed to 

address system integration, risk mitigation, data 

protection, and user acceptance and provided a 

practical and realistic framework for future 

deployments.  

LITERATURE REVIEW  

Biometrics refers to the technology that 

recognizes unique physiological or behavioral 

characteristics [1]. Common modalities include 

fingerprints, facial recognition, iris scanning, and 

voice pattern recognition. Unlike traditional 

identification methods, such as passwords or ID 

cards, biometrics utilize traits that are inherently 

difficult to replicate, providing a higher degree of 

security for access. In today’s technological world, 

precise individual identification is critical [2]. Many 

applications require the proper and accurate 

identification of a person.  Biometrics are widely 

used in individuals’ daily life, exemplified by 

widespread use in mobile device authentication. 

Traditional identification relies on possessions such 

as ID cards, knowledge such as Social Security 

numbers or passwords, or a combination of both 

methods [2]. In contrast, the use of advanced 

biometric technologies has demonstrated to improve 

accuracy in sectors ranging from law enforcement to 

financial services [3]. 

Biometrics systems are accompanied by several 

challenges and concerns. From the perspective of 

user experience, studies have shown that participants 

express concerns regarding security and biometric 

data handling [4]. Such concerns reflect a degree of 

mistrust among some users who may request 

biometric authentication, highlighting the 

importance of transparency in healthcare 

implementations. Medical conditions including 

burnt skin, ocular damage, and other physiological 

impairments pose significant challenges [1]. Fraser 

identifies contemporary issues related to biometrical 

technologies, such as bias in recognition based on 

race, age, and gender [5]. Regulatory and ethical 

consideration, including compliance with HIPAA 

and the necessity for informed patient consent 

further represents persistent challenges. 

In healthcare, biometric systems are used 

primarily to improve patient identification, data 

security, and administrative efficiency. Patient 

misidentification has been associated with medical 

errors, record duplication, and operational 

inefficiencies in medical facilities. In cases of 

emergency, medical professionals often identify an 

unconscious patient as Jane or John Doe until they 

can be identified [6]. Biometric technologies 

effectively identify individuals. Moreover, evidence 

indicates that identification systems can accurately 

identify patients with minimal errors and high 

completion rates [7]. Biometrics also contributes to 

the protection of healthcare electronic records, 

reducing medical risks and fraud. This form of 

authentication provides additional security regarding 



data breaches, adding a security layer compared to a 

password, which can safeguard access to restricted 

areas, including those controlling medical devices 

and sensitive medications [8]. 

Geisinger Health in Pennsylvania has 

implemented effectively biometrical identification 

for their patients [9]. Using Certify Health, a brand 

set to improve innovation at healthcare facilities, 

Geisinger Health is set to continue expanding the 

implementation of throughout their health systems, 

integrating seamlessly with their Electronic Health 

Record (EHR) [10]. The process for patient 

identification is simple for both the administrative 

staff and the patient. During their first visit, a patient 

is photographed for biometric record. This biometric 

data is attached to the patient’s record. Using this 

method, patients at Geisinger Health have more 

control over their health data. The future of 

electronic health records emphasizes a shift toward 

more patient-centered and consumer-driven systems 

in which individuals have greater control over their 

health information [11]. Emerging EHR models are 

designed to improve transparency, accessibility, and 

user experience, enabling patients to interact more 

directly with their data while maintaining security 

and privacy protections [11]. 

DISCUSSION OF SURVEY FINDINGS 

The survey for potential patients showed that 

most respondents reported familiarity with biometric 

technologies. Figure 1 presents respondents’ 

perceptions of the time required to complete the 

current patient identification process. The results 

show that 79% of participants reported identification 

times exceeding five minutes, suggesting that the 

existing process may introduce critical delays, 

particularly in emergency situations where rapid 

access to patient information is essential. These 

delays are increased during busy periods, increasing 

operational inefficiency and potential clinical risk. 

As shown in Figure 2, 68% of respondents 

perceived the current patient identification process 

as imprecise. This perception indicates vulnerability 

to errors that may lead to patient misidentification 

and reinforces concerns regarding the reliability of 

existing identification procedures. 

 

Figure 1  

Time Perceived by Respondents Through the Actual 

Identification 

 

Figure 2  

Experienced Precision of Actual Process by Respondents 

Figure 3 illustrates respondents’ preferences 

regarding the implementation of biometric 

identification systems. The results indicate that 49% 

of participants favored biometric identification as an 

optional system rather than a complete replacement 

of existing methods, reflecting concerns related to 

trust, familiarity, and perceived risks. This indicates 

that a hybrid approach may be more effective during 

early stages which facilitates user confidence, 

reduces resistance and support transition while 

maintaining operations. 

Concerns regarding the protection and security 

of biometric data were consistently raised, 

underscoring the importance of robust privacy 

safeguards. Overall, these findings highlight 

operational limitations in the current patient 

identification system and indicate that a phased or 

hybrid implementation would improve user 

acceptance while minimizing risk. 



 

Figure 3  

Respondents Opinions on Using Biometrics Identification in 

Health 

Interviews with medical and administrative staff 

revealed that the current identification process relies 

on physical identification documents, insurance 

cards, and manually-entered patient information. 

Staff reported experiencing errors, although 

infrequent, as well as delays during high-volume 

periods. Additional delays were noted in cases 

involving patients with preexisting conditions or 

complications from prior procedures. Concerns were 

also expressed regarding system reliability during 

power outages or system failures. 

Traditional documentation-based identification 

is inefficient in emergency situations where patients 

cannot self-identify. Digitally integrated biometric 

systems can reduce identification time, improve 

consistency, and limit human error, particularly in 

high-volume and time-critical settings where 

mistakes may have severe consequences. Privacy 

and data protection are fundamental to biometric 

implementation. Puerto Rico Law 40-2012 [12] 

requires secure electronic health records linked to a 

unique patient identity, aligning with biometric 

capabilities when properly governed. Since 

healthcare facilities already use compliant electronic 

record systems, biometrics can enhance existing 

infrastructure without requiring full system 

replacement. 

RECOMMENDATIONS 

It is recommended that the implementation of a 

biometric system coordinated among participating 

healthcare facilities be facilitated through the Puerto 

Rico Department of Health. The Department’s role 

should focus on defining operational standards, 

governance policies, and compliance requirements 

to support secure identity verification across 

emergency care facilities. This centralized 

coordination would promote consistency while 

allowing hospitals to retain control over their 

internal systems and patient data. Privacy and 

regulatory compliance must be embedded into the 

system design from the outset. Biometric data 

handling should comply with applicable federal 

regulations and Puerto Rico Law No. 40-2012, 

requiring secure storage, controlled access, and 

auditable system activity. Implementing federated or 

decentralized identity-matching architectures can 

further minimize data exposure by limiting the 

exchange of identifiable biometric information 

across institutions. 

It is further recommended that the initial 

implementation of biometric identification systems 

be limited exclusively to emergency departments, 

where the highest operational risk for patient 

misidentification exists due to time-critical decision-

making, high patient volume, and frequent cases in 

which patients are unable to self-identify. Biometric 

identification should be implemented as an 

integrated component of existing electronic health 

record systems rather than as a standalone platform. 

Many hospitals in Puerto Rico already operate 

electronic systems that comply with federal and local 

regulatory requirements. Integrating biometric 

functionality into existing infrastructure avoids 

duplication of patient records, reduces 

implementation complexity, and leverages 

established clinical workflows. A hybrid 

identification approach should be adopted to 

complement, rather than replace, traditional 

identification methods. Maintaining conventional 

identification options ensures continuity of care 

when biometric verification is unavailable or 

impractical, while supporting gradual user 

acceptance and reducing resistance to adoption 

among patients and staff. Moreover, hybrid systems 

enhance reliability during emergency situations 

involving power outages or system failures. 



Prior to broader adoption, a controlled pilot 

program should be conducted in selected emergency 

departments where electronic systems are already in 

place. This pilot phase should evaluate performance 

indicators such as identification time reduction, 

system reliability, staff acceptance, and compliance 

with privacy requirements. The results of this 

evaluation should inform future decisions regarding 

system refinement and potential expansion beyond 

emergency care, as well as broader implementation 

across the island. 

CONCLUSION 

The adoption of biometric identification in 

Puerto Rico’s healthcare system presents a strategic 

opportunity to reduce patient misidentification, 

particularly in emergency settings where accuracy 

and timeliness are critical. A phased, governance-

driven implementation coordinated by the Puerto 

Rico Department of Health can balance innovation 

with operational feasibility, regulatory compliance, 

and patient privacy while maintaining institutional 

autonomy. Focusing initial deployment in 

emergency departments and integrating biometrics 

into existing electronic health record systems 

minimizes disruption, supports interoperability, and 

improves workflow continuity. Hybrid identification 

models enhance system resilience and user 

acceptance during operational contingencies. 

Implementing a controlled pilot program is essential 

to validate performance, assess impact, and guide 

scalable, sustainable adoption. Together, these 

measures provide a practical and risk-conscious 

framework for strengthening patient identity 

management while preserving trust and clinical 

effectiveness.  
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