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[ created a simple assessment tool to use in the Table 1: Password Assessment Criteria Figure 2: Password Assessment Tool Interface The password security assessment tool is a safe
browser so that small businesses can check their Criteria Description Score with Weak Password Results method for overall password check-up it will raise
passwords and get a sense of their relative Length 12 or Longer passwords reward 25 your awareness of password score, classification,
strength. They can also see how a password it more characters | more pomnts =ntera Test Password and provide you with a checklist along with
currently used online could be improved. The Uppercase lefters | Detects A-Z lefters 1 oo ot emierresl praswords, This ool forfest passwords onv recommendations for a strong password. This tool
assessment tool provides a simple security score Lowercase letters | Detects a-2 letters 10 passwora™™ is very helpful for small business training as it
based on the estimated time it would take to crack Numbers Detects numbers used 1 shows why a password falls under weak,
Special characters | Detects the use of symbols 10

the password, and provide recommendations as
shown 1n Figure 2. It also reports the classification

moderate, strong classification.

No common Avoids the use of admin, 20

atterns assword. qwertv. or 12346
of the password as weak, moderate or strong as - prepToT AT Assessment Result Future Work
No repeated Avoids the use of repeated 10 Score: 30/100

shown 1n Table 2. The passwords themselves are

characters letters or numbers like aaa or Classification: Weak
not generated, stored, transmitted or processed. 777 Some 1mprovements that can be done to the tool
could mnvolve having 1t check longer passphrases
Introduction Table 2: Password Strength Classification Password Checklist and passwords that include spaces. Adding some
, , : : Score Classification Password Results + Password is shorter than 12 characters. simple password policy examples, like minimum
With passwords still being used for many business 039 Weak Not recommended  Passwod ossno cotan upercse ters length, multi-factor, and account lockout. In

systems, email accounts, cloud services and . Password contains numbers.

o , . 40-69 Moderate Needs improvement addition to that, I could compare the results
administrative  login  accounts and more,

« Password does not contain special characters.

h . . 70-100 Strong Satisfies Criteria * Password contains a common or predictabie patter. obtained with this assessment tool against other
opportumtle?s for a ba@ actor. to gdil ur.lauthorlzed R Em——— free online password strength testers such as
access coptmue to exist. 'I:hls.pI’OJGCt 1S meapt to Figure 1: Password Assessment Workflow "Bitwarden" and "Password Strength Meter" in
be a straightforward a.pphcatmn to help raise a Recommendations order to evaluate the differences 1n scoring,
user's awareness O,f their password's exposure risk | User Enters Test Password | . Use at least 12 characters. classification, and overall accuracy to better
and offer some simple features to test password & st et improve this tool. Lastly, a future version might

Security ln SpeCiﬁC SCGIlaI‘iOS as Shown ln Table 3 . « Avoid common words such as password, admin, gwerty, or welcome. . » > >
| Tl:l'l:l'l chEl:l'{S Fﬂ SEW'I:II'"EI HUIEE | « Use multi-factor authentication for important accounts. also lnCIUde al Optlon Of asseSSIHg lf the password
« Use different passwords for different accounts.
Background

provided by the user has been previously breached
online and be able provide notification of it.

L

. . . Checks: ,
As shown 1n Table 4, a weak password 1s typically - Length Table 3: Simulated Password Test Cases
easy to guess for a number of reasons. It 1s short Case | Example Classification | Reason Acknowledgements
. A s - Uppercase letters , —
and comprised of simplistic, familiar words. A Lowercase letters 1 Passwordl23 | Weak Common /predictable |
keyboard pattern password is easy to guess as " - i 3‘1’_“”131‘};445 :::Ei ;ﬂi_’“f;‘m“t; year Advisor: J.eff Dgffany |
well as a password with repeated characters. - Numbers awers . - — Polytechnic University ot Puerto Rico
. : . - SF:IE'CI al Characters 4 Summer2026 Moderate Mixed / no special letters Computer Science Department
Passwords with numbers but in a very obvious — —— : p p
- Common Partners 5 My Car2026 Moderate Mixed / no special letters d :
pattern 1s also a characteristic of weak passwords. 6 RiverCloud!58 | Strong Long and varied Graduate Project EXPO 2026
Small businesses lack sophisticated identity tools - Repeated Characters 7

and have no formal password guidelines for 4 References

employees. NIST, CISA, FTC, and Verizon have Score i Calculated Table 4: Sample Test Results o , o
published guidelines. Case Score Classification Weakness [1] NIST’ D}glt&l Identlty G}lld@llHGSZ
_ ¥ ST Weak T ——— Authentication and Authenticator Management,
Password is Classified T (30 | Vek | Common/dhon 2025
. . weak / moderate / strong 3| 30 Weak Common pattern / short 2] CISA, Formulate Strong Passwords, 2025.
Small businesses require an easy approach for : ) . .

. . : 3 4 | 60 Moderate Short / no special letters :3: FTC, Cybersecurity for Small Business, 2025.
allowing end users to realize wha.t kind of weak _ ' ; p e Short / no special letters 4] CISA. Good Security Habits, 2025.
password.behawor they are following, angl how to Recommendations are =T oz Strons No major weakness 'S] Verizon Business, 2025 Data Breach
change 1t to a strong password using the displayed 7 95 Strong No major weakness Investigations Report: SMB Snapshot, 2025,

assessment criteria as shown in Table 1 & 2.
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