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Abstract

Cloud computing has transformed how data 1s accessed, managed, and protected
across industries, offering flexible and scalable solutions particularly beneficial

to small and medium-sized enterprises (SMEs). However, its rapid adoption
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Graduates frequently lack hands-on experience in areas such as secure cloud
architecture, IAM 1mplementation, and incident response. These deficiencies
contribute to higher vulnerability rates, operational disruptions, and increased
regulatory and financial risks across industries.

Results and Discussion

The curriculum design revealed that active learning strategies are highly
effective for cloud security education. Techniques such as scenario-based

labs, collaborative exercises, and tiered assessments help bridge the gap

Course Design

Conclusions

The implementation of active learning in cloud security education helps close
the gap between academic preparation and industry expectations. Strategies such

as simulations, hands-on labs, and role-playing promote deeper understanding

Methodology

This project employs a dual-course instructional strategy that integrates cloud

introduces novel cybersecurity vulnerabilities that require specialized expertise.

between theory and practice. These methods promote not only technical skills and real-world skill development. These methods align with constructivist and

This project proposes the design of two cybersecurity courses, Cloud but also adaptability, critical thinking, and teamwork. Research supports their experiential learning theories, emphasizing applied problem-solving and

Architecture and Implementation and Safe Cloud Management, integrating security fundamentals with active learning methodologies to address the skills gap reflection. The redesigned courses—Cloud Architecture and Implementation and

effectiveness in improving student engagement, retention, and real-world

active learning methodologies. By embedding hands-on labs, role-playing, in modern cybersecurity education. The design aligns with the Cloud Security

readiness [5], [9]. Both courses are aligned with the Cloud Security Alliance’s Safe Cloud Management—address critical challenges like risk assessment,

collaborative projects, and scenario-based exercises grounded in constructivist Alliance’s (CSA) critical domains [6] and is grounded in constructivist and

critical domains, ensuring students develop key cloud security competencies secure architecture, identity governance, and compliance. Supported by recent

and experiential learning theories, the curriculum aims to strengthen technical, experiential learning theories [7], [8]. The curriculum structure comprises two

[6].This alignment guarantees coverage of essential areas like governance, research, this approach improves student engagement, confidence, and

analytical, and adaptive capabilities. Alignment with the Cloud Security main courses: Cloud Architecture and ]mplementation and Safe Cloud

risk management, identity access, and incident response. The modular workforce readiness.The inclusion of real-world scenarios mirrors the

Alliance's Crucial Domains ensures that graduates are prepared to meet the Management, each consisting of twelve weekly modules delivered in a trimester

structure allows students to progress logically from foundational concepts to interdisciplinary and dynamic nature of professional cybersecurity environments.

evolving cloud security challenges and contribute effectively to securing digital format. The methodology emphasizes real-world application through Microsoft

: : : : : : However, successful implementation requires institutional support, such as cloud
advanced security practices. Assessments are tiered—beginner, intermediate,

infrastructures. Azure-based hands-on labs, tiered quizzes, scenario-based simulations, and

. . . lab infrastructure and faculty training. While this study 1s conceptual, 1t 1s
and advanced—to monitor learning and reinforce growth. Labs and case 4 5 4 P

collaborative projects to ensure that students develop both theoretical grounded in strong educational theory and secondary research. The proposed

Introduction

studies are embedded throughout to simulate real-world challenges. The

understanding and operational proficiency. As shown imn Table 1, the Cloud model 1s scalable and adaptable for other institutions seeking to modernize cloud

methodology 1s grounded in constructivist and experiential learning theories,

Architecture and Implementation course includes twelve modules covering topics security instruction. Ultimately, the project highlights the urgent need for active,

providing a strong instructional framework [7], [8]. Students complete the

Cloud computing provides scalable and cost-effective solutions, but it also from cloud fundamentals to DevOps practices. Each module incorporates a lab

student-centered learning to prepare resilient and capable cybersecurity

courses with a capstone project that synthesizes their skills. Overall, the

introduces complex security risks such as misconfigurations and weak access exercise, assessment, and case study to reinforce hands-on skills and applied

professionals.

curriculum demonstrates how active learning can strategically address the

controls [1], [3]. Despite high industry demand, traditional cybersecurity learning. This structure ensures students develop both technical knowledge and

evolving demands of cloud cybersecurity education.

education often lacks practical training in cloud security [4]. Active learning practical experience in secure cloud design [6], [10]. As outlined in Table 3, the

Future Work

methods—Iike simulations and hands-on labs—have proven effective in bridging Safe Cloud Management course focuses on secure operations, including risk

this skills gap [5]. This project proposes a curriculum integrating cloud concepts analysis, regulatory compliance, data protection, and incident response. Similar to

Table 2: Safe Cloud Management Course Module
Description

Future work should involve pilot testing the proposed courses to measure their

and active learning strategies to enhance student readiness for modern the first course, each module integrates a laboratory task, assessment, and real-

impact on student performance, engagement, and skill development through

cybersecurity challenges. The goal is to equip students with both theoretical world case study to support hands-on experience in cloud governance and threat

Safe Cloud Management empirical evaluation. Incorporating Al-driven adaptive learning tools could

knowledge and applied skills for securing cloud environments. mitigation. This structure equips students to manage operational security in

enhance personalization and support diverse learning needs. Collaborations with

Modules Description

dynamic cloud environments [5], [6].

industry partners may enable real-world simulations, internships, and

Foundations of Secure Cloud Administration Introduces core principles and best practices for securely

Table 1: Cloud Architecture Implementation Course
Module Description

certification opportunities. Tracking graduates over time would help assess the

managing cloud environments.

Background

Cloud Risk Analysis and Mitigation Strategies Focuses on identifying, assessing, and mitigating risks in cloud

curriculum’s effectiveness in workforce readiness. Lastly, the curriculum should

environments to proactively manage potential threats.

Integrating cloud security principles with active learning strategies strengthens be updated regularly to reflect emerging technologies and evolving cloud

Cloud Regulatory Compliance and Governance Frameworks and policies ensuring regulatory adherence in cloud

Cloud Architecture and Implementation ,
SErviCces.

both the technical and cognitive development of cybersecurity students. The

Modules Description security threats.

Ethics and Policies in Cloud Security Ethical considerations and policy development for cloud

complexity of cloud environments, particularly the nuances of IaaS, PaaS, and security.

Introduction to Cloud Computing Overview of fundamental concepts, terminology, and benefits of

Cloud Identity Governance and Security Access Covers Identity and Access Management (IAM) in cloud

SaaS models, demands clear understanding of the shared responsibility cloud technology.

environments, focusing on secure management of user identities

Cloud Service Models Study of TaaS, PaaS, and SaaS models and their applications.

and access controls.

framework to ensure secure deployments [1]. Traditional lecture-based education
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. 1. Cloud Deployment Models Examination of public, private, hybrid, and multi-cloud deployment Cloud Data Securit Techniques for protecting data through encryption and access
often fails to prepare students for real-world cloud vulnerabilities such as Oy ) A TEOREEERY g TR e R
misconfigured services and inadequate identity controls [2]. Active learning, Cloud Architecture Fundamentals Principles for designing scalable, reliable cloud systems. Cloud Network Security Securing cloud networks via virtual networks, subnets, and Thank you to my advisor Dr. Alfredo. Cruz and the wonderful staff of the
. . . . . . . . - T T : At . . firewalls. : : I
grounded in constructivist and eXperlentlal learnlng theorles, OffCI’S an effectlve Virtualization and Containerization Concepts of virtualization and containers for efficient resource ' ' | | | Polytechnlc Unlversﬂ:y S gradua‘[e SChOOl.
management. Cloud Incident Response and Recovery Strategies for responding to and recovering from cloud security
altemative by promoting hands—on engagement, Collabora’[ion, and Critical Cloud Storage Platform Types of cloud storage, scalability, and data management solutions. incidents.

Networking concepts in the cloud, including VPCs, subnets, and Cloud Application Security Ensuring application security through secure development

thinking [7], [8].Freeman et al. found that active learning reduces failure rates by Cloud Network i

security measures.

References

Cloud Security: Monitoring and Audit Protocols Implementing continuous monitoring and auditing in cloud

Authentication, authorization, and secure access control in cloud

over 50% and enhances exam performance [5]. Similarly, Lombardi et al. Identity and Access Management (IAM)

environments. environments.

Planning for business continuity and disaster recovery in the

reported that the majority of studies showed improvements in engagement, Cloud Security
cloud. [1]

Best practices for data protection, threat detection, and regulatory Cloud Disaster Recovery Planning

P. Mell and T. Grance, The NIST Definition of Cloud Computing, NIST Special Publication 800-145, National Institute

: . . . compliance.
knowledge retention, and student confidence when using active methodologies Cloud Migration Strategics for planning and executing secure migrations to the Final Project Applying course knowledge to design and manage secure cloud of Standards and Technology, U. S. Department of Commerce, Sept. 2011. [Online]. Available:
[9] Scenario-based exercises and cloud labs eXPOSe students to realistic cloud. solutions. https://doi.org/10.6028/NIST.SP.800-145. [Accessed: November 15, 2024].
. . . L. Cloud-native DevOps and Automated Deployment Practices Integration of DevOps principles for automation and CI/CD in [2] F. Guanco, C. Lehnert, and S. Lumpe, Understanding Cloud Attack Vectors: IaaS & PaaS Perspective. Cloud Security
challenges, helping them develop practical strategies for incident response, cloud systems. Alliance, 2023.
. . . . . Final Project Capst ject applyi 111 d ts i tical cloud
compliance, and system hardening. This approach not only builds technical T APOIE PR APRRE ® Soeli?:n SRR A [3] C. C. Bonwell and J. A. Eison, Active Learning: Creating Excitement in the Classroom, ASHE-ERIC Higher Education
fici b 1 It h d . . d d d d . d . S afe ClO le M anageme l’lt M OdUIe Lenght Report No. 1, George Washington University, 1991. [Online]. Available:
proliciency ut also cultivates the a aptlve mindset needed to succeed 1n modern https://files.eric.ed.gov/fulltext/ED336049.pdf [ Accessed: December 10, 2024].
cloud security roles. Cloud Architecture and Implementation Module Lenght 0 - 4 6 8 10 12 14 [4] C. Forrest and M. Posey, "Closing the cloud skills gap: A perennial problem for businesses,” S&P Global Market
0 2 4 6 8 10 12 14 Introduction to Safe Cloud Management mmm Intelligence, 2023. [Online]. Available: https://www.spglobal.com/marketintelligence/en/news-
P r Obl em _ _ Risk Assessment in Cloud Environments C insights/research/closing-the-cloud-skills-gap-a-perennial- problem-for-businesses. [Accessed: December 10, 2023].
Introduction to Qoud Computing == CDmpliance and Governance in the Cloud - [5] S. Freeman, S. L. Eddy, M. McDonough, M. K. Smith, N. Okoroafor, H. Jordt, and M. P. Wenderoth, "Active learning
| EID""dl Service MGT:E — Ethics and Policies in Cloud S ecurity - increases student performance in science, engineering, and mathematics," Proceedings of the National Academy
1 1 1 1 111 Cloud Deployment Models — _ . 3 : : _ o
Cloud computing has introduced new security risks that traditional IT BN ot e oo oo™ dentity and Access Management (IAM) ... - oi Sc1enc§s, vc:. 11, n;)(.é?a, pp.8410-8415,  2014. [Online]. Available: https://doi.org/10.1073/pnas.1319030111.
. . . . . . . . :F 5,2025].
frameworks did not anticipate, creating a mismatch between current threats and Virtualization and Containerization e Data Protection in the Cloud — [Accessed: February ]

o ) o ) Cloud Storage Platform 1 Network Se CUI‘ity in Cloud Environments - [6] Cloud Security Alliance (CSA), Security Guidance for Critical Areas of Focus in Cloud Computing v4.0, 2017.
eX1st1ng professmnal tralnlng models [2] As cloud adoptlon accelerates, Cloud Network — Incident Response and Recovery in the... o [Online]. Available: https://anskaffelser.no/sites/default/files/csa security guidance v4.0.pdf. [Accessed:
educational programs have struggled to keep pace, resulting in a widening cloud PRCHEREY - EARNR NI PUAYIG el SV o] Cloud Application Security — February 3, 2025}

. . Cloud Security — Securitv Monitorine and Auditine in... — [7] D. A. Kolb, Experiential Learning: Experience as the Source of Learning and Development, Prentice Hall, 1984.
security skills gap. A study by Forrest and Posey revealed that 44% of Cloud Migration = g ° °
y : y by y DevOps and CI/CD Disaster Recovery Planning in the Cloud I [8] L. S. Vygotsky, Mind in Society: The Development of Higher Psychological Processes, Harvard University Press, 1978.
organizations report difficulty hiring qualified candidates for cloud-related roles Final Project — Final Project — [9] A. R. Lombardi, L. L. Gebhardt, C. M. Stefaniak, and L. M. Krieger, "Active Learning in Cybersecurity Education: A
. . Systematic Review," ACM Transactions on Computing Education (TOCE), vol. 22, no. 2, Art. no. 15, 2022.
[4]. Additionally, the Thales Global Security Study (2023) found that 38% of |
m Module Lengthin Weeks m Module Length in Weeks [10] Z. Mahmood and T. Erl, Cloud Computing: Concepts, Technology & Architecture, Pearson Education, 2013.

organizations experienced a cloud data breach, with 55% attributing these mn
Figure 2: The distribution of Course Topics for the

J. R. Vacca (Ed.), Cloud Computing Security: Foundations and Challenges, 1st ed., CRC Press, 2016

breaches to human error, often linked to misconfigurations[5]. Figure 1: Cloud Architecture and Implementation

Module Length course Safe Cloud Management


https://www.spglobal.com/marketintelligence/en/news-insights/research/closing-the-cloud-skills-gap-a-perennial-

	Slide Number 1

