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Future Work

There is a lot more we can do with ML, Ransomware, and EHRs.
For future work, | would like to expand on this topic by making
the model better by adding more data and creating a more robust
feature extractor. Also, | would like to create software or
applications where you can connect to your EHR systems and
automatically detect ransomware attack patterns using the ML
models created. Ransomware is growing, and so is ML. Using ML

Process Length The length of the process.

Abstract

Ransomware attacks have always been a burden for many
industries, and nowadays, with the advancement of technology
and computers, they have taken over everything. One crucial
industry is the health industry, which has been a victim of these
attacks for a while. Could we explore ways to detect and mitigate
these attacks in critical areas, such as health? That’s why in this
project, we will discuss how we can use machine learning to

Methodology

Checks if extensions of the
target files are similar. For
example, some ransomwares
encrypt the file into .encrypted.

Extension Similarity

For this article, we started by creating a VM in a Windows 10
laptop where we simulated ransomware attacks. The sample used
for this project was Yashma ransomware, which is a variant of the
Chaos ransomware. This ransomware was the sample selected
due to its fast encryption and ease of use. The specifications of
the test machine are:

This calculates the Shannon
entropy of the base name of
the path. In other words, it
checks the randomness of that

Filename Entropy

detect ransomware attacks on electronic health records. CPU Intel Core i7-8550U 1.80GHz path. to automate things and detect early signs of ransomware in
RAM 16GM EHR Related It checks if it is EHR related different systems will strengthen the security of crucial industries,
Network Intel Dual band Wireless AC- depending on the keywords such as the healthcare industry. Finally add a signature-based
3 ithin the path of the target approach where it help detect known attacks in the future.
Introductlon 7265 Wi
SSD 512GB file.
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For this project, | used a dataset containing 7,365 entries, where
3,067 are benign and 4,298 are ransomware. This dataset was
collected by running the ransomware repeatedly to collect the
ransomware activity and doing normal operations to collect the

Operating System Windows 10

Healthcare attacks have increased throughout the years, not only
because of the advancement of technology but also because of
ways to protect and defend against them. According to the NIH,

After | ran the ransomware in the secure VM then Sysmon will
start capturing the activities or events. In this case, the events

the PIH data breaches went up from 4% to 81%, and surprisingly used were: benign ones. _
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it in C:\Sysmon
Classification Report
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File Deleted Detects deleted files and

student and having spoken with family who are in the healthcare
industry, | learned the serious need for more security that

Support Vector Classifier (SVC)
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Conclusions

changer in the field of cybersecurity and that’s why it’s crucial for

us to prepare for those days. This checks if the Image or path

from where the process is
coming contains known

Suspicious Path

A problem | found that inspired me to do this project is the lack of

automation when it comes to security threats like ransomware,
especially in the health industry. | believe that we should
implement, with the use of ML, more autonomous detection and

mitigation systems, and with the use of ML now, it’s possible. ML

will help us detect ransomware patterns in these EHRs, and then

we can use these ML models in artificial intelligence to create
systems that counterattack these attacks autonomously. Not only

will this protect the integrity of the patient’s 1 data, but it will
also save the industry money and resources.

System Executable

Path Length
Directory Depth

suspicious keywords.

Checks if the process is being
executed from a known system
path or Image as
c:\windows\system32.

Get the length of the path.

Check the directory and see
how deep in the directory the
process is.

After running the dataset in each of the three algorithms (random
forest, k-nearest neighbor, and support vector classifier), we can
see that the best one to perform overall was k-nearest neighbor
with an 0.99 accuracy. Also, we can see that the most favorable
feature was suspicious path, which happens when files are
created in sensitive or suspicious directories such as \\appdata\\
or \\temp\\. When analyzing ransomware with ML, we must
target these heuristic characteristics as part of the conclusion to
check if it's ransomware because that’s how the model does the
predictions and learns from those patterns.
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